
CORRECTED MATERIAL WEAKNESS

AICO-97-006

Title and Description of Material Weakness:  Year 2000 (Y2K) Computer Problem 

(OSD-97-006).  The Army’s operational risk at the change of the century is currently elusive, but eminent.  If computer systems aren’t assessed, fixed, tested, and certified compliant before the Y2K, an undetermined number of weapons, logistics, financial, personnel, medical and decision support systems that sustain and support the Warfighter will fail.  Computer systems and applications including hardware, software and firmware that use dates or perform date or time-sensitive calculations may generate incorrect results beyond 1999.  Equipment and devices controlled by microprocessors may also be adversely impacted.  In the last three decades, many systems were designed to minimize memory requirements due to the expense or lack of system memory capability.  As a result, many computer systems use a two-digit year code instead of a four digit code and have faulty logic for other date related events, e.g., leap year.

To correct this weakness the Army leadership has developed and implemented a Y2K Management Plan.  This plan takes a centralized management and decentralized execution approach to addressing the Y2K problem in the Army.  It outlines the Army’s five-phase processes (i.e., awareness, assessment, renovation, validation, and implementation) for Y2K resolution.  It also details the responsibilities of the Headquarters, Department of the Army (HQDA) Chief Information Officer (CIO) and Functional Proponents (FPs), the Program Executive Officer’s (PEOs), the Major Commands (MACOMs), installation commanders, Program, Product, Project Managers (PMs), and system owners.  Also, the Office of the Director of Information Systems for Command, Control, Communications, and Computers (ODISC4) and US Army Audit Agency (USAAA) entered into a partnership review to adjust the Army’s Y2K Management Plan and implement additional control measures as appropriate.  Additionally, contractor support has been obtained to evaluate Army Y2K progress and to provide programmatic support to the Army CIO’s Y2K Program Office in overseeing the execution of the HQDA Y2K Management Plan.

The Army's ability to shoot, move, communicate, and manage effectively -- both within our Service and in conjunction with Joint and Combined forces -- has come to rely heavily on automation.  The increasing importance of information dominance, with its continual introduction of more sophisticated technological weaponry and systems into the inventory, has made this reliance critical.  Consequently, the Y2K problem will not be allowed to pose undue risk to the warfighter and the Institutional Army.

The OMB target for resolution of all Y2K deficiencies was March 1999.  However, contingency plans have been developed to resolve any unforeseen Y2K issues in FY 2000 should they occur before, during, or after the rollover to January 1, 2000.
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Functional Category:  
OSD  - Communications/intelligence/Security




Army - Information Management

Pace of Corrective Action:

Year Identified:  FY 1997


Original Targeted Correction Date:  FY 1999

Targeted Correction Date In Last Year's Report:  FY 1999


Current Target Date:  FY 2000


Reason for Change in Date(s):  Despite the best efforts to remediate all systems and

devices that are subject to the Y2K issue, unforeseen problems could occur.  Additionally, the Army must be postured to deal with the consequences of Y2K-induced disruptions to non-Department of Defense (DOD) infrastructures that may affect DOD either directly or indirectly.  Consequently, the Army is taking many proactive steps to deal with any potential Y2K problems that may occur during the prime Y2K vulnerability periods in FY 2000.  These periods are the century rollover from Friday, Dec 31, 99 to Saturday, Jan 1, 00 and the leap year date rollovers from Monday,  Feb 28, 00 to Tuesday, Feb 29, 00 and from Tuesday, Feb 29, 00 to Wednesday, Mar 1, 00.

Component/Appropriation/Account Number:  Army/all Army appropriations; Army/Working Capital Fund, Army

Validation Process:  ODISC4 & USAAA will review corrective actions to validate corrective actions.

Results Indicators:  Ensure that 100% of Army systems are retired, replaced or renovated prior to Y2K.  Prevent any mission related failures due to Y2K related problems.
Source(s) Identifying Weakness:  Internal management reviews, Office of the Secretary of Defense (OSD) functional area interface assessment workshops, USAAA audit 

assignment #C7116C, July 1997, and USAAA audit assignment #C8102C, on-going, and commercial contractor program management evaluations.
Major Milestones in Corrective Action:  
A.  Completed Milestones:


Date:

Milestone:


03/96
Issued comprehensive policy and guidance through the Army Y2K Management Plan.
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03/96
Army Acquisition Executive (AAE) memorandum established Army Y2K policy within the acquisition community regarding contract language.

A.  Completed Milestones (continued):


Date:

Milestone:


08/96
AAE memorandum established Army Y2K policy within the acquisition community regarding the acquisition oversight process.


10/96
Developed Army Y2K homepage on the World Wide Web.


03/97
Secretary of the Army/Chief of Staff, Army memorandum mandated Y2K fixes as an Army top priority.


03/97
ODISC4 entered partnership with USAAA to address Y2K issues.


06/97
Published Army Y2K certification requirements.


07/97
Operational Test and Evaluation Command published procedures for addressing Y2K issues in the test and evaluation environment.


08/97
Conducted first Army-wide Y2K In-Process Review (IPR).

10/97
Office of the Assistant Secretary of the Army (Acquisition, Logistics, and Technology) updated Y2K contract language requirements.


10/97
All Army systems completed Awareness Phase of Y2K Action Plan. 


11/97
Hired commercial contractor to assist the Army in integrating industry Y2K best business practices into the Army Y2K management process and provide programmatic support.


01/98
Published revised Army Y2K Management Plan for comment and use by Army commands and activities.


02/98
Published updated CIO policy on Y2K certification, interface agreements, and contingency planning.


03/98
Conducted second Army-wide Y2K IPR.
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04/98
Sponsored with the National Defense Industries Association an Army Y2K industry conference.


04/98
Updated the Army Y2K homepage and database to provide a web-enabled capability to post real time status of Y2K information on Army systems.

A.  Completed Milestones (continued):


Date:

Milestone:


06/98
Published an updated Army Y2K Management Plan to provide the latest policy and guidance on Y2K throughout the Army.


07/98
White Sands Missile Range completed successful Y2K test of a Phantom F-4 and its related systems.


08/98
Army CIO briefed the new Secretary of the Army on Y2K.


09/98
Army CIO briefed the DOD Senior Readiness Oversight Council on the mission/warfighter implications of Y2K in the Army.


09/98
Established a joint DCSOPS/DISC4 chaired IPT to develop Army plans for the DOD-wide Y2K operational and functional evaluations during FY 1999.


09/98
Conducted third Army-wide Y2K IPR.


09/98
Completed initial evaluation of the XVIII Airborne Corps’ Joint Task Force C4 infrastructure.


09/98
Initiated a major quality control scrub of the Army Y2K database.


10/98
Secretary of the Army memorandum to the Secretary of Defense providing status of Army systems in terms of interface agreements, acquisition categories, and DISA-Army megacenter test agreements.


10/98

Army CIO briefs Y2K at four-star Army commanders’ conference.


10/98
White Sands Missile Range completes a successful Y2K test of its infrastructure computer and communications devices.


11/98
Chief of Staff Army certification to the Deputy Secretary Defense providing status of Army mission critical system capabilities and test plans pertaining to the Year 2000.
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12/98
Perform second evaluation of the XVIII Airborne Corps’ Joint Task Force C4 infrastructure.


12/98
White Sands Missile Range completes live fire Y2K tests of selected major Army weapon systems.

A.  Completed Milestones (continued):

Date:

Milestone:

12/98
All Army mission critical systems complete Implementation Phase per Army and DoD guidance.  Systems not completing Implementation Phase have contingency plans and completion schedules in place.

01/99
Published OPORD 99-01, Millennium Passage.


02/99
Complete initial sampling (via unit equipment/systems scrub) of Y2K in Army tactical (Active, Reserve, and Guard) units and place lessons learned on the Army Y2K web-site.


03/99

Remaining Army systems complete Implementation Phase per Army and DoD guidance.  Systems not completing Implementation Phase have contingency plans and completion schedules in place.


06/99
ODISC4 and USAAA review Army Y2K status and plan corrective actions.


08/99
Conducted an Army-wide Emergency Planning Conference with ODCSOPS.


09/99
Completed Army Y2K support for CINC operational evaluations and OSD Principle Staff Assistants’ functional end-to-end tests.


09/99
Conducted Army Operations Center training for members of the Y2K Transition Operations Cell.


10/99
Conducted a mini-exercise for the Y2K Transition Operations Cell in the Army Operations Center.



10/99
Ensure crisis reaction teams are prepared and contingency plans are in place to deal with Y2K emergencies as required. 



10/99
Publish Annex I, Transition Operations, to OPORD 99-01, Millennium Passage.
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12/99
Work with DoD and external organizations to identify and resolve potential Y2K situations.



12/99
Activate the Y2K Transition Operations Cell in the Army Operations Center to monitor the critical century rollover period.


B.  Planned Milestones (FY 2000).


Date

Milestone


01/00
Implement Y2K contingency plans and crisis action remedies as required.



02/00
Activate the Y2K Transition Operations Cell in the Army Operations Center to monitor the leap year rollover period.



09/00
ODISC4 and USAAA validated corrective actions.

C.  Planned Milestones (Beyond FY 2000):



Date:

Milestone:


None.  Closure validated by USAAA.

Status of Participating Functional Organization:

· Defense Information Systems Agency (X) support assured
· Defense Finance and Accounting Service (X) support assured
· Defense Logistics Agency (X) support assured
Point of Contact:  

Name:  William M. Harris

Office Address: SAFM-FOI, 109 Army Pentagon


           

Washington, DC 20310-0109

Telephone:  COMM (703) 697-8843, DSN 227-8843
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This is an example of a well-written material weakness (MW).  Most MWs will not be this lengthy; however, this particular MW was very complex and involved several agencies.  BOLD TEST is used for the purpose of illustration only and identifies the key points that help the reader quickly understand the issues and focus on the critical elements.








