TAB A

HOW THE ARMY NATIONAL GUARD’S MANAGEMENT CONTROL PROCESS WAS CONDUCTED IN FY02

This assurance statement is based on a combination of actions taken to ensure there is a reasonable level of confidence that management controls throughout the Army National Guard (ARNG) (including the 54 States/Territories and District of Columbia), Reserve Component Automated System (RCAS), the Professional Education Center (PEC), Operational Support Airlift Agency (OSAA), and offices within the Chief, National Guard Bureau’s (NGB) joint staff are in place and operating as intended, and that assets are safeguarded against waste, loss, unauthorized use, and misappropriation.

LEADERSHIP
In order to ensure controls are in place to prevent waste, fraud and abuse of the precious resources entrusted to us and to ensure our day-to-day operations function as intended, the ARNG fully supports the Management Control Process (MCP).  Our goal continues to be to make management controls an integral part of each manager’s day-to-day functions, and to include a review of these controls during every audit to ensure their adequacy.  The ARNG has a senior level steering group (SLSG) which meets quarterly to review the status of corrective actions for any reported material weaknesses and to assign taskers to assist in timely correction.  In addition this proactive group addresses vulnerabilities within the ARNG to reduce and minimize our level of risks and implement corrective actions before they become a “material weakness”. 

1.  Maintain a framework throughout the Army National Guard (ARNG) designating responsibility and accountability to achieve Federal Manager’s Financial Integrity Act objectives by:

     a.  Ms. Gail M. Johnson is the Management Control Administrator (MCA) for the ARNG and is the official point of contact for day to day operations.

     b.  Ensuring a network of the 54 States, Territories, and District of Columbia’s MCAs are in place to distribute program guidance and requirements; provide training, instructions and assistance to operating managers; maintain records on assessable units and management control coverage; report, track, and assure correction of management control weaknesses; identify positions with management control responsibilities warranting coverage in the incumbents’ performance agreement; disseminate information on problems at other activities identified by sources outside NGB (e.g., audit and media); monitor overall compliance with program objectives; develop and staff required reports; and keep the senior staff and Adjutant General advised to ensure a sound basis for the annual assurance statement.

     c.  Ensuring MCAs are also in place for RCAS (Reserve Component Automated System), PEC (Professional Education Center), Operational Support Airlift Agency (OSAA), National Interagency Civil-Military Institute (NICI), and for the Offices within the Chief, National Guard Bureau’s (NGB) joint staff.

     d.  Ensuring procedures and support forms are reviewed to ensure that effective controls are in place for compliance with AR 11-2, paragraph 2-10, regarding job performance standards for management control responsibilities and this requirement is shared with all MCAs.  

    e.  Maintaining a five-year Management Control Plan that serves as a living document that is in place within every state, division of the ARNG, and staff offices within the NGB.

    f.  Maintaining an active ARNG SLSG for management controls within the ARNG to address corrective actions for material weaknesses, and areas of vulnerability; and to ensure a guard-wide approach/solution is applied.  This group is very effective in keeping material weaknesses on track for closure and has significantly raised the level of awareness and support from all levels of management.  The SLSG meets quarterly and consists of a general officer as chairman, a 6-person council of colonels (G-Staff), the NGB USPFO (United States Property & Fiscal Officer) advisor, the NGB director of the joint staff, and the director of the Internal Review office.  The inclusion of the joint staff participation is crucial to address NGB systemic issues that effect both the Air and Army Guards.  Periodic updates on the management control program’s performance and effectiveness are briefed to the chairman and to the SLSG to identify and correct problems and to ensure MCP remains a proactive approach to process improvements and is an effective tool for managers at all levels.  The SLSG not only addresses open weaknesses but takes a proactive approach to strengthen controls in systemic areas of vulnerabilities identified by the SLSG.  As a result of the SLSG’s success, major areas of vulnerability with the Army National Guard now has established policies and key controls implemented into operating procedures that greatly reduce the likelihood of abuse. 

    g.  Stressing the importance of management controls and its integration into our daily work processes is stressed periodically at various meetings and conferences throughout the year.

    h.  The Director and Deputy Director of the Army National Guard and the Chief of the National Guard Bureau include management controls in speeches delivered to The Adjutant Generals (TAGs), USPFOs, and other members of the Army Guard.  

     i.  The Chief, NGB sends letters of commendation for the MCAs in both the States and division/staff offices of the ARNG and NGB joint staff.  In FY02 a panel reviewed the annual assurance statements and identified 21 ARNG organizations (25%) that will receive a letter recognizing them for their efforts to go beyond the boilerplate submissions.  Their submissions reflected that they shared their findings, ensured their organization received frequent training and that the managers recognized and implemented Management Controls in their day-to-day operations.   

2.  The importance is stressed to every manager to ensure they understand the General

Accounting Office (GAO) standards, as stated in the Nov 1999 revision of the “Standards for Internal/Management Controls in the Federal Government” to ensure a general understanding and application by all military and civilian managers.

3.  The States/Territories reported using PBACs, Staff Meetings, QRAs, Quality Councils, Army Strategic Planning Councils, Senior Executive Councils, or special committees as SLSGs. 

4.  Management Control information is routinely disseminated to all personnel using an ARNG monthly Financial Managers’ Newsletter, desk-side briefings, phone conferences, GuardNet (web site), e-mails, tailored training to specific division or state requirements; and through various information memorandums.  The Army National Guard senior leadership is kept apprised of critical management control issues by use of executive summaries, situation reports, audits, staff meetings, and the ARNG SLSG.

5.  The NGB (Army National Guard) has approximately 850 Assessable Unit Managers (AUM) and for those not meeting the AR 11-2 grade requirement of COL or GS-15, waivers are requested to ensure accountability remains at the head of the organization.

6.  Continue to present MCP desk-side briefings to the internal division chiefs (7 newly assigned) and their MCA.  Separate briefings are conducted for the newly assigned MCAs both within the states and internal divisional offices to discuss the implementation of management controls within their functional areas as well as their reporting requirements.

7.  Coordination continues throughout each FY with action officers and MCAs to receive updates on open weaknesses and taskers initiated from the quarterly SLSG meetings. 

8. Continue to identify and coordinate efforts with proponents of new National Guard

Regulations (NGR) to ensure MCP is addressed in each regulation.  A paragraph addressing “management control systems” is a publications requirement and the paragraph can be found in the masthead of each regulation.

9.  Once a new/revised regulation is identified, the ARNG MCA meets with proponency POC to discuss the possibility and determine a need for the development of an evaluation of the key controls.  

10.  This FY the ARNG MCA has received several inquiries to assist in the identification and development of key controls to include in a NGR.  

11.  ARNG MCA is participating on Army’s SLSG that oversees implementation of the process Army-wide and specifically addresses MCP training.

12. Development of the MCP NGR did not materialize as originally planned; this is a 

major area of focus for FY03.  In addition, an ARNG web page for MCP is in the development stage and completion targeted for ’03. 

13. All new MCAs receive an electronic welcome packet that includes references, 

AR 11-2, the MCA Handbook, a sample of a 5-yr plan, a USDA training schedule, and a list of our internal MCAs.  

14.  Finalizing a draft MOA with US Army Special Operations Command (USASOC) POC to identify roles and routing of Special Operation Funds (SOF) that are currently by-passing NGB and going directly to SO units in the states.  This breaks statutory requirements.

15.  The ARNG SLSG now sends a written reply to originators of Material Weaknesses and addresses the actions taken to resolve or why the material weaknesses does not meet the criteria. 

NOTE:  As a result of the aggressive approach and supportive initiatives to strengthen controls and to educate others in the value of the MCP, we are receiving positive feedback.  Much remains to be done, but more importantly, we’re receiving inquiries for assistance to assist in the identification of management controls and their implementation and in the development of evaluations for ARNG regulations, as well as on-site training requests.  

TRAINING
1.  For FY02, the focus was on “risk assessments” and integration into the MCP.  We focused on identifying tangible benefits that re-enforce and highlight the process’s creditability, stresses the importance of and trains managers in the usage of risk assessments.  We instituted an overall asserted effort to help managers make the “connection” between management control terminology and the procedural requirements to their daily processes.  

2.  The following management control process initiatives were accomplished:

      a.  Six MCP articles were placed in the ARNG monthly Financial Managers’ Newsletters (distributed to all MCAs and IR supervisors).

      b.  Correspond frequently with all 85 State/territory, ARNG divisional, and NGB joint staff MCAs (MCA) via an established database/e-mail.  

      c.  The primary method of communication continues to be electronic mail and telephonic.  This information consists of instructional guidance, training samples, references, briefings and documentation necessary to fulfill the duties and responsibilities of the MCAs and AUMs.

      d.  The ARNG’s Senior Level Steering Group (SLSG) for management controls continues to be the cornerstone for timely identification and resolution of material weaknesses, areas of vulnerability, and to ensure a guard-wide approach/solution is applied.  This group meets quarterly and has been very effective in keeping material weaknesses on track for closure.  

     e.  Provided one-on-one assistance to five ARNG proponency offices in their development of management control evaluation checklists to be included in new and revised Army National Guard regulations/PAMs, etc…

     f.  Provided internally developed MCP briefing charts to all MCAs for use in the development and presentation of their training programs.  

     g.  Implementing more “teaming” efforts with our Internal Review Offices to ensure AAS are reviewed by them to provide validity to the statements content and material weaknesses identified.  

     h.  Presented a VTC for FORSCOM personnel on the “Writing of a Material Weakness.”  

     i.  Prepared the text on the “Writing of a Material Weakness” for inclusion in the ARRTC’s development of MCP-related training modules for Army-wide use.  Modules access and use is very flexible: internet, downloaded to hard drive, and PowerPoint slides with narrative.  https://arrtc.mccoy.army.mil/training/wbt
     j.  Conducted 40 desk-side briefings to State and divisional MCAs, USPFOs, and other management personnel; along with official USDA training, new MCAs are encouraged to spend 1 hour with the ARNG MCA to obtain an overview of MCP and Guard specifics. 

     k.  Prepared training for the newly appointed Financial Managers at ARNG’s Annual Financial Management Professional Development Conference.    

l. Prepared an update for presentation at the U.S. Property & Fiscal Officers’

(USPFO) annual conference.

m. The States and NGB divisional/staff offices continue to increase the training of

program managers and Assessable Unit Managers.  They used the USDA Management Control Course, the Army Video Tape, one-on-ones and group training; samples, charts, and information from the ARNG MCA, and the ASAFM&C’s Management Control Administrators’ Handbook.   

n. Again this FY, we hosted training for all MCAs and IR auditors (85 in attendance)

and for 3 days we focused on methods to enhance existing practices, the identification of associated risks and then tying it into the management control process.  Controls offer early detection to the major contributors to mission failure and thereby allow for early implementation of mitigating strategies to reduce or eliminate the highest risks.   

      o.  Presented and taped a CID VTC presentation on the “Abuses of the Government Purchase Card.”  Tapes were provided to all MCAs and requested that they train and educate their staffs on the increased need for senior level enforcement of laws and regulations to ensure proper stewardship of the card.

EXECUTION
1. The ARNG implemented several programs in conjunction with various functional areas

in order to improve the integrity of Chief Financial Officer Act reporting of ARNG data and facilitate program management within the ARNG.

2. The ARNG has not met the DA goal of a 4.5% delinquency rate for travel charge card

management.  In an effort to reduce the delinquency rate, the ARNG order-writing system has been upgraded to allow for the import of travel card delinquency data.  Additional automated systems controls were added (e.g., prevent publication of orders on individuals with past-due accounts, place additional instruction on a cardholder’s orders, & create and distribute travel card policy memos).

3. The ARNG MCA participates in working groups to develop key controls for specific

areas of vulnerabilities (e.g., the ARNG Bonus Program).

4. Developed a MCP evaluation checklist for the use by the Operational Review Program

(ORP) team that conducts assessments on the overall effectiveness of the States’ Comptroller/Resource Management functions.  The use of the evaluation will begin in FY03 and is designed to review compliance with AR 11-2, Management Controls and requirements of ARNG MCP.      

5.  Strengthened internal property book controls in the accountability arena of Information Management Processing Equipment (IMPE); this includes expendable/durable items with 

a dollar value less than $300 and having unique characteristics that are deemed pilferable    (handheld/portable electronic devices, and personal digital assistants).   

6.  The ARNG MCA is assigned to the ARNG Comptroller’s division and continuously works with the internal division, the other NGB/ARNG staff divisions, and the State MCAs in support of a more robust and effective management control process throughout the Army Guard.  As a result, this year’s annual assurance statements overall reflect a clear indication that management controls are increasingly implemented into the day-to-day processes and reporting organizations are:

a.  Identifying specific vulnerabilities and material weaknesses that they identify and are addressing within their organizations but do not require elevation to a higher echelon,

b.  Benchmarking efforts between reporting organizations is increasing.  They are providing findings and results of audits; they identify corrective actions as well as share lessons learned and offer assistance to other reporting organizations upon request,

c.  Ensuring that AUMs and Senior Designated Officials’ support forms include an explicit statement on their responsibility for management controls,

d.  Following the goal of the Department of Army for all managers to self-identify material weaknesses (vulnerabilities) and to share that information for the ARNG’s awareness in the “how the MCP was conducted within their organization,” many states set the standard by sharing the information, highlighting their steps to correct, and identifying how they’ll validate to provide a reasonable assurance,

e.  Increasing teaming efforts between the MCA and the Internal Review Offices to assist in MCP training, to provide one-on-one assistance and guidance to AUMs, to provide recommendations for corrective action, as well as serve in a proactive role of identifying vulnerabilities to combat material weaknesses,

f.  State participation and benefits derived from the Army Performance Improvement Criteria (APIC) and organizational assessment to the Army Community of Excellence (ACOE) remains high,

g.  MCAs in the State/Territory, NGB joint staff, and ARNG divisional offices continue to identify areas for improvement within their internal MCP with an emphasis on broader implementation and expanded training for the AUMs,  

Additionally,

Other EXAMPLES of an “active” management control process throughout the Army National Guard follow:

NOTE: This is NOT all-inclusive but is reflective of the heightened awareness, importance placed on the benefits derived from effective controls, and implementation of MCP that is more than a “boilerplate” response.

· ALASKA –  Provides daily/weekly training tips to the AUMs to educate and re-enforce command emphasis and information flow of the MCP.  With considerable turnover of AUMs, the MCA provides individual assistance and training.  The 103rd Civil Support Team underwent an extensive evaluation by the 5th Army in Feb ’02.  This served as an alternative method of evaluation and results were an unprecedented “GO” in all 530 evaluated elements.   

· ARIZONA – The USPFO issued a memo through the CofS offering the Internal Review Division’s technical advice, assistance and consultation as needed for management controls.  Additionally, as the federal representative, the USPFO is provided a written summary of all the results of evaluations that were conducted in each of the functional areas for FY02 and to assess “materiality” of weaknesses.  
· CONNECTICUT – Eleven senior staff members are identified as members of the FY02 Senior Management Council with the express purpose of advising the USPFO and Adjutant General of management control matters, to include the identification of management control weaknesses meriting reporting to the NGB as material weaknesses.  The MCA conducted training immediately following the weekly staff meeting to efficiently maximize participation.
· FLORDIA – The Internal Audit Division planned and executed an aggressive audit schedule used as a series of alternative methods of evaluation for the MCP.  They also instruct and assist managers at all levels in the development of internal programs.  During a US AAA review, their state received favorable comments on the implementation of the process. 

· IOWA – All AUMs meet with the MCA monthly to review the process; current, pending and upcoming issues are addressed to identify risks, discuss controls and how best to reduce vulnerabilities.  FY03 goals include a review of current and ongoing inefficiencies, chart improvements, and analyze reasonable assurance methods.  The Adjutant General and Chief of Staff have personally challenged the AUMs to identify material weaknesses.

· INDIANA – Successfully introduced a consolidated Central Issue Facility (CIF) to help reduce risk in the equipment accountability arena.  Additionally, the Chief of Staff and USPFO continue to co-host management control meetings at year-end with program directors and command representatives to review all potential weaknesses and significant program areas warranting the Adjutant General’s identification of a material weakness and subsequent elevation to NGB.  
· MINNESOTA – Last FY a senior management control council was established to provide oversight and address areas of concern being reported; in this year’s discussion on how to improve the process, it was determined that council will now meet as a regular part of the semi-annual staff retreat.  The IR staff also conducted a series of interviews with AUMs regarding their understanding of the MCP.  This lead to a much more complete 5 year plan that was implemented in ’02.

· MISSOURI –  A Chief of Staff meeting and a Directors meeting are held on opposite weeks incorporating the opportunity to address management control issues, suspenses, and potential weaknesses.  The participants are program managers on the Adjutant General staff.  The USPFO also attends the CofS meeting.  These meetings have increased awareness of the need to avoid potential hazards.  

· NEBRASKA – The State continues its successful implementation of the MCP through an Internal Review Steering Group (IRSG) and the NE ARNG Executive Council that were established last FY.  Through the use of these councils, the effectiveness of management controls is continuously assessed.   Action officers present the status of all past due corrective actions at the quarterly meetings. 

· NEW HAMPSHIRE – The Adjutant General publishes an annual memo stressing the importance of Leadership Emphasis as they began the new year of MCP training. 
Other memos from the CofS and MCA are sent throughout the year to keep emphasis on the MCP as a standard way of doing their daily business.  The challenge is to get the information to the individuals performing the job, so that all levels understand the importance of the process.

· NORTH CAROLINA – Provided results of audit findings and specifically addressed the establishment and implementation of actions to strengthen the controls and reduce their vulnerabilities.  Noteworthy was the comment of added command emphasis along with unit training to further strengthen the changes in policy and procedures.  
· NEW MEXICO – Identified a plan to expand their MCP training and incorporated the support of the IR section and the USPFO.  The training will include increased use of IR personnel to interact with AUMs and to assist with the production of training material that emphasizes local challenges and concerns.  Additionally, there are plans underway to prepare MCP training for “distance learning” within the state.
· PENNSYLVANIA – In the post September 11th environment, their management controls were thoroughly tested by deploying over 4,000 soldiers for state and federal missions under Operations Noble Eagle & Enduring Freedom.  The state successfully mobilized soldiers in support of two state Homeland Defense security missions at the Commonwealth’s 16 airports and 5 nuclear power stations.  Aviators and aviation assets were mobilized to support US boarder patrol operations in support of the Immigration and Naturalization Services (INS).  Additionally, soldiers were successfully mobilized for Active Duty and processed through Soldier Readiness Processing center for two federal deployments: SFOR2 (Bosnian Peacekeeping Force) & Operation Keystone (Force Protection - Europe).  These mobilizations/deployments assured that management controls exist to adequately support the extraordinary demands that were placed on their pay, personnel, logistical and acquisition systems.  As a final note, the USPFO received laudable comments on a recent 1st Army IG inspection concurrent with the federal deployments.    

· TENNESSEE – The Deputy Chief of Staff for Human Resources, responsible for both AGR (Active Guard Reserve) and technician workforce personnel resource management identified a need for a comprehensive a review and a Management Control Evaluation was designed to assess the effectiveness of program management of both personnel categories.  The AR’s checklist focused on the Department of Army personnel.  Based on continuing national focus on the wide-spread problem with the Government Travel Card, a review was conducted and some minor delinquencies and indebtedness.  The Adjutant General directed more frequent assessments until it is determined that the program is more uniformly understood and managed with minimal fiscal difficulties.    

· TEXAS – The CofS continues to emphasis the need for vigilance in management controls and strictly enforces MCP evaluation suspense dates.  Counter Drug (CD) is a NGB program and is not identified by Army for evaluation.  However, TX identifies CD as an area for evaluation (as recommended by the AR) and also conducts self-evaluations of the program.  The Counter Drug XO receives quarterly Internal Control Reviews from each Regional Commander and Primary Staff Section and coordinates inspections and audits with internal and external agencies.  An Internal Audit Steering Committee was established and chartered by the USPFO, the IR division and the State Internal Audit Office.  The committee meets semi-annually to discuss audit projects, management controls, risk assessment and quality improvement with the Adjutant General and his staff.  The idea fosters a “purple suit” environment.    

· WASHINGTON – To ensure better overall management of the Federal/State Cooperative Agreements, the USPFO Grants Officer developed a MC evaluation for the Master Cooperative Agreement.  Of the nine appendices, six were reviewed this FY.  The other three had been subject to internal review within the last two years and corrective actions required were instituted as a result.  Four new AUMs were appointed and received one-on-one training to ensure their understanding of the five Government Accounting Office (GAO) standards for internal controls in the Federal Government. 
· WYOMING – Provides selected articles to AUMs throughout the year to illustrate and reinforce the importance of controls.  State recently updated their strategic plan to include the use of management controls as a means for AUMs to mitigate risks to key processes of responsibility/accountability.  
· The Professional Education Center (PEC) – MCA initiated a Risk Analysis Program utilizing a Risk Analysis Table for each directorate and training center in FY03.

· NGB-ARE (Environmental Division) – The Army Environmental Center (AEC) implemented a new software application, EPRWeb, for installations to develop and manage their environmental requirements.  Using this tool NGB Activity Managers have the ability to review proposed projects and provide immediate guidance so states can execute their essential environmental mission requirements.  
· NGB-ARH (Human Resources Policy & Programs) – Managers are kept abreast of changing elements within the management control process including dissemination of the revised GAO Standards for Internal Controls.  Additionally, during counseling sessions and branch meetings issues are discussed with emphasize on the importance of effective management controls, the practical benefits, how the system operates and each manager’s responsibilities. 
· NGB-ARO (Operations Division) – MCA met with each branch chief to review their programs for actual and potential losses.  Looked for violations of statutory or regulatory requirements.  MCA works with branch chiefs to ensure management controls are imbedded within their programs and processes.
This is a sample TAB A for an Annual Assurance Statement.  Part I includes the cover memo.  For the purposes of this example, we have not included material weaknesses.
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