From the Washington Post, November 3, 1999

What's Wrong With Boeing? 

By David Ignatius

What in the world is wrong out at Boeing Co.--a corporation that for decades symbolized the very best in American manufacturing but in the past few years has seemed to be embracing the worst?

Let's put aside, for now, the latest Boeing disaster--the crash early Sunday morning of an EgyptAir 767. It will probably be weeks or months before anyone can say why that plane crashed into the Atlantic off Nantucket Island, and whether Boeing has any responsibility. 

No, the scariest fact about Boeing was last week's news that the company for 19 years failed to disclose an internal report about fuel-tank problems like the one that apparently destroyed TWA Flight 800 in July 1996. That report followed other recent stories about massive production problems and management confusion at Boeing--a corporate unraveling which, as Fortune magazine wrote early this year, has been "a truly ugly story." 

For lawyers representing the families of the 230 people who died on TWA 800, the new fuel-tank story is likely to mean a big payday. You could almost hear the plaintiffs' lawyers mouthing the magic words--"willful misconduct"--that could allow them to recover huge damages from Boeing.

But for ordinary people who care about business--and who fly in Boeing airplanes--there's a different question. Why do good companies do stupid things? How could a firm that has prospered over the years because of its reputation for safety have overlooked a report that pointed to a potentially deadly flaw?

That design problem, if you missed the stories, involves the placement of the 747's center fuel tank near the air-conditioning unit--which runs so hot that it could create flammable fuel vapors in the nearby tank. A 1980 Boeing report examined this problem in the military version of the 747, but the report sat on a shelf. It remained there, gathering dust, after a 1990 fuel-tank explosion on a Boeing jet in Manila, and after the 1996 crash of TWA 800, and even after the National Transportation Safety Board (NTSB) began to focus on the fuel tank as the most likely cause of the TWA disaster. It wasn't delivered to the NTSB until June--which caused "dismay" and "displeasure" at the safety board.

How could conscientious people have overlooked that report? Boeing insists it didn't deliberately suppress the information, which makes the puzzle even more mysterious. Evil is always easier to explain than stupidity. 

The answer to the Boeing mystery begins with the culture of bureaucracy. As Charles Peters, editor of the Washington Monthly, has been reminding readers for several decades, the crucial question for any organization is whether it has a culture that allows the boss to hear bad news.

Will employees be supported if they pass along bad news about, say, a potential problem in a fuel tank? Are they encouraged to push investigation to the next level, even if it may upset customers? Are they rewarded for making a nuisance of themselves in their pursuit of excellence and safety, or are they subtly penalized? The air transport industry prides itself on having a safety-first culture, but why did it fail here? 

Those are the questions that should be causing anguish at Boeing headquarters today--not how they can outsmart the plaintiffs' lawyers and escape damages, or how they can craft a PR blitz to protect their reputation. They need to be asking: What went wrong, and why? 

If we're honest, we know that most disasters have early warning signals that responsible people fail to detect. After a cargo door blew off a Turkish Airlines DC-10 in the early 1970s causing a fatal crash, it turned out that there had been a similar problem with a cargo door over Windsor, Ontario, a few years before--but the pilot had landed the plane safely and nobody bothered to correct the defect.

After the spectacular 1986 explosion of the Challenger space shuttle, it turned out that NASA engineers had recognized that if the rocket's "O-rings" failed, there was no backup system to prevent the tragedy that happened. But the engineers couldn't get the attention of NASA's top management. 

Boeing's problems partly reflect the fact that "this industry has been through tremendous turmoil . . . [and] distraction, because of huge layoffs" totaling 1.5 million people over the past dozen years, says Norm Augustine, former chief executive of Lockheed Martin. "After the fact, it's always obvious what went wrong. But before the fact, the problems are so hard to find--the technology is so complicated and unforgiving." 

The key, says Augustine, is a culture where employees know "they won't lose their heads" if they tell the boss bad news. His rule: "We'll tolerate problems, but we won't tolerate not reporting them." 

That's where Boeing will have to start its rebuilding. The worst feeling in the world--one that Boeing managers must have in their gut today--is realizing later that you could have taken steps to prevent disaster, if only you had known the facts. 
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From the Chicago Tribune, July 18, 2001

FBI says 449 firearms, 184 laptops missing from bureau

By Naftali Bendavid
Tribune staff reporter

WASHINGTON -- The FBI, already under heavy fire for alleged mismanagement and incompetence, has discovered that 184 of its laptop computers have been stolen or are missing, including up to four containing classified information, bureau officials said Tuesday.

In addition, 449 firearms -- from handguns to rifles to submachine guns -- are also unaccounted for, FBI auditors found.

The discovery that these items were missing came during a thorough inventory the FBI has undertaken, prompted by the intense scrutiny from Congress and outside investigators as a result of several recent mishaps.

One of the missing laptops contains classified information from two investigations completed several years ago, officials said, while three other laptops may also contain secret information. The FBI is still trying to determine just how much if any damage has been done by the missing data, but for now FBI officials said they are cautiously optimistic.

"There is no indication that any investigation has been compromised," said one FBI official. "But we can't conclusively state that until the investigation is complete."

The total of 184 unaccounted-for computers is tentative, and a larger number may ultimately be reported. The bureau's efforts to get a handle on the missing hardware has been hampered because some laptops are passed from agent to agent, and obsolete computers can be destroyed with little bureau documentation kept.

Of the missing guns, 184 were stolen and the remaining 265 were lost in other ways, the report said. Criminal investigations may be opened in the cases of nearly 70 guns that disappeared when agents retired or were fired.

The seriousness of the inventory report is still unclear, but it plays into a growing criticism that the FBI's record-keeping and information management is dangerously lax.

The problem was illustrated most dramatically in May, when Atty. Gen. John Ashcroft was forced to delay Oklahoma City bomber Timothy McVeigh's execution for one month after discovering that the FBI had failed to turn over thousands of pages of documents to his defense team. The latest episode is certain to add to the calls for change.

"To have laptops missing that could have national security information on them would be atrocious," said Sen. Charles Grassley, R-Iowa, one of the FBI's fiercest critics. "For the FBI to have lost firearms and failed to account for them is inexcusable. ... This disclosure of missing firearms and laptops is another indication of the need for fundamental reform."

The FBI, long one of the government's most venerated agencies, is undergoing a period of nearly unprecedented criticism, scrutiny and transition.

Former Director Louis Freeh announced he was stepping down in May, and President Bush has named longtime prosecutor Robert Mueller to succeed him, based in part on Mueller's reputation as an efficient manager who knows how to clean up a bureaucracy. Mueller's confirmation hearings may begin as early as next week.

The FBI has made mistakes on several high-profile cases. The Bureau was accused of bungling an espionage case against Los Alamos scientist Wen Ho Lee, for example, and its image was tarnished further by the arrest of FBI agent Robert Hanssen, who confessed to spying for Moscow for 15 years.

Missteps by the agency also included the bureau's deadly raids at Ruby Ridge and the Branch Davidian compound in Waco, Texas.

The FBI now finds itself under a microscope. Sen. Patrick Leahy, D-Vt., chairman of the Senate Judiciary Committee, is holding a series of hearings on the FBI's problems, including one Wednesday. William Webster, former director of the FBI and CIA, is heading an inquiry into the bureau's security procedures.

Prompted by Tuesday's revelations and a report of 539 guns missing last March from the Immigration and Naturalization Service, Ashcroft has ordered a review of department-wide procedures for keeping track of guns and other sensitive equipment.

The Justice Department includes such police agencies as the Border Patrol, the Drug Enforcement Administration, the Bureau of Prisons and the U.S. Marshals Service.

"In order for law-enforcement organizations to be effective, they must have the public's confidence in their ability to perform not only the most complex duties, but also the most basic responsibilities," Ashcroft said.

The 184 missing computers are a fraction of the 13,000 laptops the FBI owns, but they contribute to an image of mismanagement. The incident recalls an episode last year when the State Department lost a laptop containing classified information, igniting furious criticism of Clinton administration security procedures.

Keeping track of guns, meanwhile, is one of the most basic functions of a law-enforcement agency. As with the computers, the 449 missing weapons are a small proportion of the FBI's 50,000 firearms, especially as 91 of them are training guns that cannot fire.

In acknowledging the problem Tuesday, officials sought to send the message that a tough new regime is in town. Each missing gun will be tackled as an individual case, they said, with FBI supervisors ordered to conduct mandatory investigations to search for each weapon.

The FBI also vowed to take its annual audit far more seriously than in the past, with managers being denied funding if they fail to record every item under their jurisdiction worth $500 or more.

"We're going to do it right," said one FBI official. "If we have it in our possession, we're going to count it. If we don't have it in our possession and we should have it, we're going to find out what happened to it." 

From the Fayetteville (NC) Observer, February 25, 2002

Soldier Killing ‘Tragic’ Error

Deputy unaware of role-playing

By Henry Cuningham, Military editor

The Moore County sheriff’s deputy who shot a Fort Bragg soldier to death and injured another on Saturday did not know the soldiers were part of a role-playing Special Forces exercise, said Lane Carter, chief deputy of the Moore County Sheriff’s Department.

‘‘They attacked the deputy with everything they had, and he responded accordingly,’’ Carter said. ‘‘One was trying to get the deputy’s weapon. The other was pulling a weapon out of a bag. They ended up getting shot over it. He reacted as any officer would react.’’ 

The soldiers were not wearing uniforms. One of them carried a bag containing a disassembled M-4 carbine, a standard Special Forces weapon, Army officials said. Participants in the exercise do not carry live ammunition.

The Army on Sunday night had not identified the soldiers, pending notification of their families. The injured soldier was in serious but stable condition at FirstHealth Moore Regional Hospital in Pinehurst.

‘‘It was a tragic misunderstanding and miscommunication between those individuals,’’ said Maj. Gary Kolb, a spokesman for U.S. Army Special Operations Command at Fort Bragg.

Deputy Randall Butler shot the soldiers at 2:30 p.m. Saturday on Acorn Ridge Road, about one-half mile from N.C. 705 near Robbins in northern Moore County, the Sheriff’s Department said. 

The State Bureau of Investigation said Butler stopped what appeared to be a suspicious vehicle.

Randy Myers, a criminal specialist in the Fayetteville district office of the SBI, said there was a confrontation and "Deputy Butler felt like his life was in imminent danger.’’

Soldiers were students

The soldiers were among about 200 students in the Robin Sage exercise, the culminating part of the Special Forces Qualification Course.

The 19-day exercise takes place in the Uwharrie National Forest and 10 counties in central North Carolina, which make up a fictitious country called "Pineland." The 10 counties are Richmond, Scotland, Anson, Stanly, Montgomery, Moore, Lee, Chatham, Randolph and Davidson.

Kolb said it has been ‘‘standard procedure for many years’’ for students to wear civilian clothes and drive in civilian vehicles during the exercise.

The exercise tests skills in survival, tactics and dealing with people, as well as ethics, judgment and decision-making.

The Army has received help from local residents and governmental agencies for Robin Sage for years, and that support is crucial to the program’s success, Kolb said. 

But Saturday’s scenario did not anticipate the involvement of local law enforcement, he said. 

‘‘Because of that, we would not have notified any of the agencies involved that this was taking place,’’ Kolb said. 

The scenario involved a reconnaissance mission to observe a target that would be part of an objective for a future mission, Kolb said.

The soldiers were riding in a truck with a civilian driver. The civilian was a local resident playing a role as a resident of "Pineland." 

‘No earthly idea’

Carter, the Moore County chief deputy, said Butler had "no earthly idea’’ what was going on. ‘‘He thought they were going to kill him,’’ Carter said.

Butler is on administrative leave ‘‘for his emotional health,’’ Carter said. The deputy has been with the Sheriff’s Department since 2000 and has been in law enforcement for about 15 years, Carter said.

‘‘He will come back any time he gets ready,’’ Carter said.

No charges have been filed.

Carter compared the traffic stop to a 1997 incident on Interstate 95 when two law enforcement officers were killed. Cumberland County Deputy David Hathcock and N.C. Highway Patrolman Ed Lowery were shot to death on Sept. 22, 1997, after a routine traffic stop on I-95. Brothers Kevin and Tilmon Golphin of Richmond, Va., have been sentenced to death for the killings.

Carter said the situation was similar on Saturday in that one person tried to get the officer’s attention while the other tried to fire a rifle.

Carter said he understood that law-enforcement officials in adjacent Randolph County had been involved in part of the exercise, but Moore County was not involved. 

Kolb said the Army "will look at where the miscommunication happened and make sure we take some of the steps to ensure it doesn’t happen again."

 ‘‘Our sympathy goes out to everyone involved,’’ Kolb said.

Kolb said police in the Moore County town of Robbins had been involved in an exercise with the same group of students several nights before.

‘‘When we know ahead of time a training scenario involves local law enforcement, we will coordinate with those agencies ahead of time,’’ Kolb said.

Exercise to continue

The Robin Sage exercise began on Feb. 16 and will continue through March 2, said Maj. Rich Patterson, a spokesman for the John F. Kennedy Special Warfare Center and School at Fort Bragg.

The JFK Center and School has ‘‘recontacted all of the counties we are currently operating in,’’ Patterson said. ‘‘We also asked the Moore County Sheriff’s Department through their law-enforcement channels to ensure the municipalities know we will be continuing to train through March 2.’’

The Army’s standard procedure is to notify the counties and municipalities in the 10-county area, Patterson said. 

The responsibility for notifying local officials of exercises is with the 1st Battalion of the 1st Special Warfare Training Group of the JFK Center and School, Patterson said. The battalion is in charge of the qualification course.

The training has been conducted in central North Carolina since the mid-1950s ‘‘without incident,’’ an Army statement said.

Patterson said Special Forces soldiers returning from Afghanistan have said their work there was a ‘‘mirror image of what they are trained to do in Robin Sage.

‘‘The operations they are conducting in Afghanistan validate the superb training scenario of unconventional warfare using their skills as expert trainers to train a host nation’s military to win back its country," Patterson said.

From the Seattle Post-Intelligencer, May 30, 2002

$24,000 Sofa Among Luxuries Bought By Army And Air Force

By Lisa Hoffman, Scripps Howard News Service

WASHINGTON -- A $24,000 sofa and armchair. An $1,800 pillow.  And $45,800 in silver and china.  Such accoutrements would cause little surprise if found in the abodes of the wealthy and well-known.  But government auditors discovered these pricey items --and many more--not in a mansion but at Air Force and Army bases in Saudi Arabia, the rest of the Persian Gulf, Europe and the Balkans.

In a just-released report, the General Accounting Office informed Congress that its auditors found a number of "seemingly unneeded expenditures" made by the Air Force and Army in 2000 and 2001.  As much as $101 million in contingency operations funds were spent on questionable expenditures"--a small fraction of the estimated $2.2  billion examined by the investigators, but troubling nonetheless, the report said.

Among those were $4,600 worth of "white beach sand" for an air base in the Arabian desert and a $3,400 Sumo wrestling suit for another.  The Army came in for criticism for duplicating purchases of computers and office equipment at its bases in Bosnia to the tune of $2.3 million. 

Rather than using equipment already there or sharing new items, four successive Army units heading for Bosnia bought their own sets of equipment, the GAO said.  That struck the auditors as particularly wasteful, given that the Army has stocked more than 2,000 computers, 865 printers, 91 copiers and "a multitude of other office equipment" in the area.  However, Army officials said that differences in missions and training of the various units serving in Bosnia necessitated some of the equipment purchases.

The auditors blamed Pentagon and Army superiors for failing to provide the clear guidance and strict oversight needed to rein in such practices.  The Air Force was also criticized for an array of what the GAO deemed unjustified and excessive spending, including:

At al Dhafra Air Base in the United Arab Emirates, the service bought a $2,200 coffee table.

At Prince Sultan Air Base in Saudi Arabia, it bought a $24,000 loveseat and arm chair and $9,800 worth of Halloween decorations.

At al Jaber Air Base in Saudi Arabia, the questionable spending included an $1,800 "executive high-back" pillow, a $3,000 computer tutorial titled "The Intelligent Investor" and $19,000 worth of decorative "river rock."

At various Air Force installations in the Persian Gulf region, the service bought a $35,000 golf cart, a $16,000 corporate golf membership and $5,333 in golf passes.

 Military experts claim that such recreational items can be a useful tool for building good relations with officials of a host country, whom base officers can invite for, say, a friendly round or two of golf.  The GAO report said Pentagon officials generally agreed that better oversight is needed to prevent wasteful spending. 

From the Philadelphia Inquirer, July 18, 2002

Soldiers Got Lap Dances At U.S. Expense 

Government charge cards were converted to cash at strip clubs. A probe said 200 soldiers took part. 

By David Pace, Associated Press

WASHINGTON - Two hundred Army personnel used government charge cards to obtain $38,000 in cash that they spent on "lap dancing and other forms of entertainment" at strip clubs near military bases, Sen. Charles E. Grassley (R., Iowa) said yesterday.

Citing a congressional investigation, Grassley said the soldiers used their military identification and government travel card to obtain cash from adult-entertainment bars and then spent the money there.

The General Accounting Office, which investigated the matter, said the clubs charged a 10 percent fee to supply the soldiers with cash, billing their travel cards for the full amount as a restaurant charge.

An Army spokesman said he did not know what, if any, disciplinary action had been taken against the 200 people.

But the GAO said it found "little evidence of documented disciplinary action against Army personnel who misused the card, or that Army travel program managers or supervisors were even aware that Army personnel were using their travel cards for personal use."

The GAO report is the latest volley in a two-year congressional probe of the Pentagon's huge credit-card program. Last year, 1.4 million Defense Department employees with government travel cards charged $2.1 billion; 230,000 defense workers used purchase cards for $6.1 billion in goods and services.

Defense Secretary Donald H. Rumsfeld created a task force earlier this year to look into credit-card abuses. Last month, it made 25 recommendations to tighten controls over cards and to increase prosecutions of those who abuse or misuse them.

In its Army investigation, the GAO also found that government cards had been used for personal purchases of more than $100,000 for computers and other electronic equipment, $45,000 for cruises, and $7,373 for closing costs on a home.

Rep. Jan Schakowsky (D., Ill.), one of the House members who requested the GAO investigation, said the findings pointed to an overall management failure at the Pentagon.

She called financial management there "as bad or worse as at Enron, WorldCom, or any other corporation that has misled the public," she said.

James T. Inman, the Army's acting deputy assistant secretary, said the service was "aggressively correcting" the problems uncovered by the GAO.

In one instance, the GAO found that government charge cards were used for a $30,000 purchase of 80 Palm Pilots at the Pentagon's top procurement office. An internal e-mail said there was a need "to get enough goodies for everyone."

Grassley said the e-mail reflected the idea that "we can splurge at the taxpayers' expense and not worry about it."

The new report is the first to focus on the Army, which has more than 430,000 travel cardholders and more than 100,000 purchase cards in use. The Army's charge bill last year exceeded $3 billion.

The GAO also found that 1,200 Pentagon personnel had written bad checks to pay their government travel-card bills. 

From the Sarasota, FL Herald Tribune, October 7, 2002


Sailors Used U.S. Plastic in Brothel
By Larry Margasak, AP Writer


WASHINGTON (AP) - Navy personnel used government credit cards to hire prostitutes at brothels, buy jewelry, gamble and attend New York Yankees and Los Angeles Lakers games in fraudulent purchases exceeding $200,000, congressional investigators have found.

Lower-paid enlisted personnel earning between $12,000 and $27,000 were the biggest abusers but the Navy itself bears responsibility for failure to monitor the travel card program, the General Accounting Office concluded.

The GAO report was prepared for a House hearing on Tuesday and obtained Monday by The Associated Press.

The study shows the abuses continued many months after the investigators first publicly reported on problems with the travel cards. From October 2000 through March 2002, the new survey found 1,180 Navy transactions for personal items totaling $206,700.

The Pentagon has stepped up its efforts to control use of the cards. Some 400,000 inactive accounts that were unused during the previous year have been canceled. Those who abused the cards have had money involuntarily deducted from their paychecks.

Officials who grant security clearances now are notified when a card holder comes under investigation. And the military has promised to step up civil and criminal prosecutions.

Last summer, the GAO found that some 200 Army personnel had used the cards to get $38,000 in cash that they spent on lap dances and other forms of entertainment at strip clubs near military bases.

The new Navy study found additional use of the cards to obtain cash at adult clubs - money normally used to tip dancers, waitresses and bartenders.

"Once again the bottom line is the same: no controls, extensive abuse and no accountability," said Sen. Charles Grassley, R-Iowa, one of the recipients of the GAO study along with Rep. Stephen Horn, R-Calif.

Grassley, referring to the use of credit cards in two legal Nevada brothels, added, "This time around there was a new twist. The GAO found abuse taken to new depths."

The brothel payments were disguised as restaurant and dining bar charges.

In testimony prepared for a House Government Reform subcommittee chaired by Horn, GAO officials Gregory Kutz and John Ryan sharply criticized the Navy's lack of scrutiny.


"The Navy's practice of authorizing a travel card to be issued to virtually anyone who asked for it compounded an already existing problem by giving those with a history of bad financial management additional credit," said the officials.

During the fiscal year that began Oct. 1, 2000, the Navy had about $510 million in travel card charges and about 395,000 individually billed travel card accounts.

The Pentagon's credit card program has faced increasing scrutiny since 2001, when auditors disclosed that more than 46,000 Defense Department employees had defaulted on $62 million in official travel expenses charged to the government cards.



After the Pentagon began docking the pay of soldiers and defense workers with unpaid credit card debts last year, the average bad debt write-off dropped from $1.7 million a month to $300,000 a month.

The Navy report said there were 80 transactions totaling $13,250 at the two Nevada brothels; 199 purchases for $20,800 at two jewelry stores; 247 transactions totaling $28,700 at three adult clubs; 80 gambling transactions for $34,250; 72 cruises for $38,300; and 502 purchases of tickets, worth $71,400, to entertainment events, including "The Phantom of the Opera," Yankees and Atlanta Braves baseball games and Lakers basketball games.

The Navy's delinquency rate from the cards fluctuated from 10 percent to 18 percent, about 6 percent higher than for federal civilian agencies, the report said. As of March 31 this year, more than Navy 8,400 cardholders had $6 million in delinquent debt, the report said.

The GAO said some personnel holding security clearances had difficulty paying their travel bills and could be security risks because of their financial situations. Despite this, Navy security officials were unaware of these financial problems and could not consider their potential effects in determining whether to grant a security clearance.

From the Washington Post, November 20, 2002 


Military Hospitals' Records Decried

GAO Cites a Toll In Losses, Fraud

By David Pace, Associated Press

Record-keeping at some military hospitals is so bad that millions of dollars in insurance payments are being lost and hundreds of patients may be using the Social Security numbers of dead people to get free health care, congressional investigators say.

The General Accounting Office, in a review of military hospitals in Georgia, Virginia and Texas, said it also found potentially fraudulent uses of government credit cards and inadequate records of prescription drug inventories and usage.

"As a result of these control weaknesses, millions of dollars that could be used for patient care may be unnecessarily spent on ineligible patients, unused pharmaceuticals or unneeded purchases," the GAO said in a report released yesterday by Rep. Janice D. Schakowsky (D-Ill.).

Schakowsky and Rep. Dennis J. Kucinich (D-Ohio), asked the GAO to investigate financial controls at military hospitals after the Pentagon's $24 billion military health system overspent its budget in six of the past eight years.

"We must ensure that the Pentagon is held to the same level of scrutiny as other government agencies, especially when dealing with health care for our military personnel," Schakowsky said.

Kucinich called the GAO findings "another example of Congress throwing good money after bad for another Defense Department program that fails to pass even the most basic accounting standards and lacks sufficient oversight."

William Winkenwerder Jr., assistant secretary of defense for health affairs, concurred with the GAO findings and said the Pentagon is moving to correct the problems. He said new rules are being drafted to prevent the use of fraudulent military identification cards to obtain free health care and to hold hospital officials accountable for failure to collect insurance payments.

The GAO said it compared names, birth dates and Social Security numbers of patients at one unidentified military hospital to similar data in Social Security death records. The result: 41 patients who received care during fiscal 2001 were listed in Social Security records as having died before the year began.

Social Security numbers from another 225 patients also were found in the death records, but with differing birth dates or names. The GAO said those could have been the result of simple clerical errors or of individuals "fraudulently using a deceased person's identification to receive prescriptions and treatment at no cost."

While the GAO said its findings at three hospitals cannot be projected to the overall military health care system, the Pentagon inspector general estimated last year that 5 percent of the 8.4 million beneficiaries of Defense Department health care are either ineligible or have incorrect data in their records. The inspector general said the eligibility of another 10 percent could not be verified.

At all three hospitals studied, the GAO found that patients were not routinely asked to provide insurance information, and when such information was obtained, insurance companies often were not billed. Military hospitals legally can collect from insurance companies that cover patients who also are eligible for free military health care.

At Eisenhower Army Medical Center in Augusta, Ga., only 15 percent of patients reviewed had completed insurance information in their files, according to the GAO report. At the Naval Medical Center in Portsmouth, Va., such information was missing from a third of the files; at Wilford Hall Air Force Medical Center in San Antonio, it was missing from 41 percent of its files.

The Air Force Audit Agency estimated last year that the service's14 hospitals failed to collect $14.4 million from insurance companies during the previous six years.

From the Billings Gazette, March 20, 2003

3 Sentenced in Crow Light Bulb Scam 

By CLAIR JOHNSON
Of The Gazette Staff 

A traveling salesman convicted in a corruption scandal that involved bribing federal employees on the Crow Indian Reservation in return for sales of large quantities of overpriced light bulbs and fixtures will spend six and one-half years in federal prison. 

U.S. District Judge Richard Cebull on Wednesday sentenced Kirm Garret Kath, 41, of Gering, Neb., at the top end of the guideline range. He also ordered Kath to pay $77,263 restitution to the Indian Health Service and the Bureau of Indian Affairs. 

"I think he's a scheme artist," Cebull said. "I think a sentence at the high end will promote justice." 

Cebull also sentenced two former IHS employees who were convicted in the scandal. 

The judge sentenced Keith E. Reece, 54, of Hardin, to one year and one day in prison and ordered $11,275 in restitution to IHS. And he sentenced Gale G. Three Irons, 52, of Hardin, to two years of probation with three months of home detention. He ordered restitution of $1,497 and a $1,000 fine. 

Kath was the key figure in a corruption scheme that involved six others, including five BIA and IHS employees. They were indicted last spring after an investigation by Billings agents for the Interior Office of the Inspector General and the Health and Human Services Office of the Inspector General. 

From 1997 through 2001, Kath peddled a total of $313,037 in lighting equipment to IHS and BIA maintenance workers. Investigators said he also earned more than $150,000 in commissions and paid federal workers on the reservation more than $30,000 in kickbacks. 

Kath pleaded guilty in November to four counts in three federal indictments, including three counts of conspiring to defraud the government and one count of bribing a BIA employee. Eight other charges were dismissed at sentencing. 

"I am sorry for what I've done," Kath told the judge. 

Kath's court-appointed attorney, Kelly Varnes, tried to get the judge to depart downward from the guidelines, saying the bulk of Kath's criminal history of misdemeanors was related to alcoholism. Varnes also tried to argue that management problems in the IHS and BIA allowed the crimes to occur. 

Cebull disagreed. 

Kath "controlled these others with greed," Cebull said. "And it's a sorry excuse to say the chicken was there to pluck, so I did it." 

The former government employees were accused of using government-issued credit cards to purchase significantly overpriced merchandise in quantities above government needs. Some of the goods charged to the government, including appliances and tools sold by a company Kath founded out of a motel in Torrington, Wyo., never arrived. 

Assistant U.S. Attorney Carl Rostad said Kath had similar relationships with other federal employees on reservations in Wyoming and North Dakota. Those cases have been investigated and charges are possible. 

Cebull ordered Kath taken into custody but gave Varnes two days to come up with a plan to allow Kath to be released until he is assigned to a federal prison. Kath is recovering from back surgery. 

Reece pleaded guilty in December to a charge of wire fraud and four other counts were dismissed Wednesday. Reece used an IHS credit card issued to another employee to buy $29,239 in goods and services from West Lite between June 1998 and July 2001. He received $3,370 in bribes. 

Three Irons pleaded guilty to bribery in December. He could have received up to six months in prison but got probation. 

Others involved in the case include David Bauman of Hardin, who was sentenced in December to one year and one day in jail and fined $5,000 for convictions on bribery and accessory charges. Bauman was co-owner of Pro Tech Mechanical in Billings and admitted taking kickbacks from Kath. 

Charles Christopher Dillon, 35, of Crow Agency, an ex-BIA supervisor, pleaded guilty in February to six counts including bribery, mail fraud and making false statements. He is awaiting sentencing. Others convicted and awaiting sentencing include Emmett Old Bull, an ex-BIA employee, and Arthur C. Alden, of Crow Agency, who worked for IHS. 

From the Bank of America News Blast, April 4, 2003

Bank of America News Blast (web) -- DLA Reduces Delinquency - Beats 2% Goal in March; DLA mentioned throughout

DLA Reduces Delinquency - Beats 2% Goal in March

The Defense Logistics Agency (DLA) is among the largest of Department of Defense’s independent agencies in terms of its travel cardholder base. Since inception of their travel card program, DLA had struggled with high delinquency rates and charge offs. Lack of emphasis on the card program at the command level, training needs for Agency/Organization Program Coordinators, and a poor hierarchy structure were among the challenges DLA faced.

In August 2001, Vice Admiral Keith Lippert became the new director for the DLA. Upon taking command, he issued a letter to all field commanders stating delinquency would no longer be tolerated. He examined the magnitude, impact, and cause of delinquencies, the types of fraudulent and abusive uses of the travel card, and the effectiveness of internal controls over DLA’s Program. In November 2001, Vice Admiral Lippert held a meeting with all A/OPC’s and field commanders and expressed that he would be holding unit commanders with excessive delinquency rates accountable for insufficiencies within the program and to make improvements. His goal was to have no more than a two percent delinquency rate for the travel program within one year.

Recognizing weak controls were a leading cause of the problem, DLA worked to clean up their hierarchy. By improving and reorganizing their card program hierarchy structure, program coordinators were able to better manage accounts by refining the framework where cardholders belong and improving the A/OPCs

span of control. After a solid foundation had been set, all DLA A/OPC’s were brought to Bank of America’s Government Card Services operations and training center in Norfolk, VA where workshops were held on delinquency management. During these workshops, DLA management walked through the program emphasizing the importance and effectiveness of internal controls and proper oversight, in addition to EAGLS training provided by Bank of America. Furthermore, new revisions and modifications were implemented to DLA procedures, such as more timely notification of delinquency to both the cardholder and their supervisor for every stage of delinquency starting at 30 days.

DLA, under the leadership of Vice Admiral Lippert and Travel Card Program Manager John Guardini encouraged a culture for the card program that emphasized the importance of integrity and ethical values. Monthly reporting at the cardholder, supervisor and command level and the changes instituted in conjunction with commanders taking responsibility for managing their delinquency rates, DLA began to notice drastic improvements in their program metrics. Last month, they achieved their goal with a delinquency rate at 1.46%.

"Anything that we've accomplished is a result of top management focus and commitment to reducing our delinquency rate in conjunction with the hard work of all our A/OPC's out there who are diligently managing their programs," said John Guardiani, Government Travel Card Program Manager for the Defense Logistics Agency.

"You are either overcome by the problem or excited by the solution. We chose to get excited by the solution."
John Guardiani, Government Travel Card Program Manager, Defense Logistics Agency
 
From FedSmith.com, April 15, 2003

Using Credit Cards at HUD - It’s Like Free Money 

By Ralph R. Smith 


Earlier this week, Fedsmith ran a story about a Federal employee from the Department of Interior that spent approximately $60,000 on an aquarium and related items. Not wanting to use his own credit card (or not having a sufficiently large line of credit), he used his US Government credit card. He wound up with a jail sentence (house arrest only) and a hefty fine.

But it isn’t just the Department of Interior with a problem. The GAO has just released a report that shows the Department of Housing and Urban Development (HUD) has its own problems with government credit cards. Despite the understated wording of the GAO report, it creates the impression of an agency run like the Keystone Cops.

GAO says that HUD does not have a system of internal controls that enables investigators to determine how much of a problem exists. But the auditors did find plenty of smoking guns to enable them to conclude that the lack of controls “created an environment in which improper purchases could be made with little risk of detection and likely contributed to the $2.3 million in improper, potentially improper, and questionable purchases GAO identified.”

In other words, the auditors are quite certain there is a problem but there isn’t enough oversight to allow the problems and miscreants to be identified.

Some of the purchases put on to government cards were made on weekends from computer and specialty stores (Sharper Image and Ritz Camera) and music stores (Guitar Source, J&Rs Music Store). Products were also purchased from stores such as Macy’s and Lord and Taylor. Purchases like this, dryly note the investigators, are “from vendors not expected to engage in commerce with HUD.”

Other problems included $25,400 of “no show” hotel charges for HUD employees who didn’t attend scheduled training and $21,400 of purchases from vendors who went out of business prior to the employee having purchased the product.

Finally, the GAO put the problem into perspective by noting that “Of the total $1.8 million purchase card transactions selected in the statistical sample, $1.4 million lacked adequate supporting documentation….” GAO estimates that $4.8 million in purchases sampled out of a total of $10.6 million lacked adequate documentation.

Or, stated in more direct terms, 45% of the transactions sampled did not have supporting documentation and there appears to be plenty of evidence that employees were making purchases having nothing to do with their employment.

But as bad as this sounds, it actually gets worse. When the GAO asked the agency for a list of people with authority to approve purchases, it found that no one knew who had the authority. The agency did provide a partial list and, when it contacted a sample of these people, they disagreed that they had the authority to approve purchases.

While it sounds like a comical system, it obviously involves a lot of money. Employees can purchase what they want with little or no accounting. There is a system requiring pre-approval of purchases but no one knows who has the authority and, for those that do apparently have such authority, many didn’t know that they had that responsibility or at least denied having it. In short, no one appears to be in charge of the program at the level where it is implemented.

So, summarized the GAO, the HUD system allows “vulnerability to wasteful, fraudulent, or otherwise improper purchases by employees using government purchase cards.”

We can’t help but feel sorry for the scientist at the Department of the Interior that bought the aquarium and got a jail sentence and a fine. If he worked at HUD, apparently no one would have known and he would have still been working for the agency.

On a more positive note, HUD officials say they are taking some actions to correct the problem. Among other things, the agency has canceled some cards and lowered the spending limits on other cards. They are also monitoring more purchases and held a "Charge Card Awareness Day'' last month.


GAO says the HUD plan to correct the problem is inadequate and is going to make additional recommendations.

From the Associated Press, April 30, 2003

St. Pete Scientist Used Government Money To Furnish Home Aquarium


TAMPA - A former senior scientist with the U.S. Department of Interior received five years probation for using a government credit card to buy $60,000 worth of aquarium equipment, fish and coral for his home. 

Gary W. Hill, 55, will spend the first six months under house arrest, and will have to pay $37,100 in fines and restitution under the sentence imposed in federal court Wednesday. 

Hill had worked for the Department of Interior Geological Survey in St. Petersburg. He pleaded guilty to the theft on Nov. 18 and admitted that from about Nov. 6, 2000, through Jan. 21, 2002, he purchased aquarium equipment, supplies, fish, coral, electrical services and electrical hardware from various vendors. 

He also used the government credit card to buy numerous items for his car. 
The U.S. Attorney's office said Hill installed a 155-gallon aquarium with fish and coral in his St. Petersburg home and installed a 92-gallon aquarium with fish and coral in his son's Dunedin home. Directory assistance did not have a phone number for Hill. 

Hill had been a senior scientist at the Center for Coastal and Marine Geology, where he was responsible for a project on coral reefs. 


